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7852 Walker Drive, Suite 200, Greenbelt, MD 20770
phone: 301-459~7590,fax: 301-577-5575
internet: www.isitel.com. e-mail: isi@isiteLcom

ByHAND DELIVERY

Marlene H. Dortch, Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

1iMJi1' 'II ~i;LED/ACCEPTED
FEB ~ 52008

Federal Communications CommiSSion
Office of the Secretary

En DQc4e.t N~. 06':36
~ ~ . .

ElJ":06-TC·060

Re: CERTIJ'ICAT~O~ OF CPNI COMPLIANCE FILING - FEBRUARY 25, 2008

r

S,~!iJJljH T~I~p1J.~e:9<:)operative, 'Inc.
dfb'raJ~@~!1 ,tel~~hon~' Cooperative, Inc.
dfb/a'Saridlii'll Communications

499 Filer ill # 807816

Dear Ms. Dortch:

cens
,0.p¢r'*

On behalf of the. telecommunications carriers listed above, John Staurulakis (JSI), their
, ,qs fil!f.&,1-~~;~~~1i~~P~~~9~~iP.cationtogether with the statement of procedures for

)~1"¢~!p-p~rlJtfe~ wl~.EtJ's CPNI rules.
c't', ., "

".F Sincerely,

Scott Duncan
JSI StaffDirector-Regulatory Affairs
sduncan@isitel.com
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SANDHILL TELEPHONE COOPERATIVE, INC.

P. O. Box 519 Jefferson, SC 29718 843-659-3434

Annual 47 C.F.R. § 64.2009(e) CPNI Certification

En Docket 06-36

Annual 64.2009(e) CPNI Certification for 2007

Date signed: February 22, 2008

Names ofCompanies Covered by this Certification:

Sandhill Telephone Cooperative, Inc.

d/bla Sandhill Telephone Cooperative, Inc.
dlbla Sandhill Communications

FILED/ACCEPTED

fEe L~ lU~~
Federal Communications Commission

Office of the Secretary

499 FilerID

807816

Name ofsignatory: Irvin B. Williams

Title ofsignatory: General Manager

I, Irvin B. Williams, certify that I am an officer ofthe affiliated companies named above
(collectively and individually "Company", and acting as an agent ofthe Company, that I have
personal knowledge that the company has established operating procedures that are adequate to
ensure compliance with the CPNI rules ofthe Federal Communications Commission '
(';Commission"). See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the
Company's procedures ensure that the company is in compliance with the requirements set forth
in section 64.2001 et seq. ofthe Commission's rules.

The Company has not taken any actions (proceedings instituted or petitions filed by, a
company at either state commissions, the court system, or at the Commission) against data
brokers in~'O07tar-related to 2007. The Company is not aware of any attempts by pretexters to
~~cess the CPM ofCOinpaq~ custemers and thus has not had to take any actions against data
brokers. 'l1he'C~mp,EPl)' has taken steps to protect CPNl from unauthorized access and has
tlescribed these-$tepstin the ~ccompanying statement.

The ComR~ny has not received any customer complaints in the past year concerning the
unauthorized rel~aSe of CPNI. ;

I J,tereby certify that the statements contained within this certification and the
accompanjying statement are accurate, complete and in accordance with FCC rules.

"

"

Attachment



Sandhill Telephone Cooperative, Inc. 499 Filer ill 807816
d/b/a Sandhill Telephone Cooperative, Inc.

d/b/a Sandhill Communications

P. O. Box 519 Jefferson, Be 29718 843~658M3434

2007 ANNUAL STATEMENT OF FCC CPNI RULE COMPLIANCE
February 22, 2008

This statement accompanies the Company's 2007 Customer Proprietary Network Infonnation
("CPNI") Certification, as required by Section 64.2009(e) of the Federal Communications
Commission's ("FCC's") rules, for the purpose ofexplaining how the operating procedures ofthe
Company ensure compliance with Part 64, Subpart U of the FCC's rules. See 47 C.F.R. §
64.2001 et seq.

All subsequent references to rule Sections refer to rules under Part 64, Subpart U unless
indicated otherwise.

As ofthis dateJ tlte Compauy "as 1I0t IIsed lzor plalls to lise CPNlfor marketillg. For marketillg
pllrposes, tlte Company IIses cllstomer billi"g "ame a"d address alUl/or telepllo"e Illl11lber
witltollt allY disaggregatioll or refinement based 0" CPNI

1. Identification of CPNI

TIle Company bas established procedures and trained employees having access to, or occasion to
use customer data, to identify what customer infonnation is CPNI consistent with the definition
of CPNI under the Section 64.2003(g) and Section 222(£)(1) of the Communications Act of 1934
as amended (47 U.S.C. § 222(t)(1».

2. Identification of Services Affected by CPNI Rules

The' Company lias. es~f,1.blislted proeedures and trained employees to recognize the different types
of telecolllfJIUntPiltions and'non-telecommunications services that affect how the Company uses
CPNI.

3. Identiij~ation ofP~l'inissible,Us'esof CPNI without Customer Authorization

The Company hilS esta~Iished proc.edures and trained employees having access to, or oocasion to
use CPNI~to 'identify'ilses ofCPNtnot requiring customer authorization under Section 64.2005.

4. rdentiftcation of Uses of CPNI Requiring Customer Authorization

The Comp~y has':e.stablished procedures and trained employees llaving access to, or occasion to
use c;PNl~to identitY uses dfCPNI r,equiring customer authorization under Section 64.2007.

5. . Oustctmer Notification and Authorization Process

The Company ~oes not use CPNI for marketing and thus, at this time, bas not provided notice
regarding Qpt~Out. Prior to .~y planned use of CPNI for marketing, the Company will ihitiate
the notifi~~tiol}: fJ.na Opt~Ou1 ~Pfoc~~S. The COl;npany does not provide CPNI to other parti~s and
thu~.Ir~~ ,npt use'~~~~ B3Pt"'~.n. :appr~vaI Pllocess: Th~ ?~.mpany has triJined employees regarding
pl'o!i;tpltlOns on use- of,@HNlfor marketing. Pnor to InItiation of any program for use of CPNI for
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Sandbill1!!3lephan~,:Coopefati~e, Inc.
February 22, 200if

,

marketing, the Company will train employees with a need and/or responsibility for obtaining

customer autborl'Z.at\ot\ to use Cl,l"Nl lor matket\ng purposes, regarding the notice Bnd apprDval
requirements under Section 64.2008. :

6. Record of Customer CPNI ApprovallNon-Approval

At such time as Company may initiate use of CPNI for marketing with corresponding lau*h of a
notification and Opt-Out process, the Company will develop and utilize a system for maintaining
readily accessible record of whether and how a customer has responded to Opt-Out approval as
required by Section 64.2009(a). . i

7. Procedures Protecting Against Disclosure of CPNI

During 2007, the Company implemented procedures for compliance with new Section 64.2010
including, but not limited to the following:

Authentication of customers before disclosing CPNI on customer-initiated telephone
contacts or business office visits.

The Company provides customers with on-line access to customer account information
for which the Company has initiated procedures to control access in compliance ~ith

Section 64.20 I 01 (c) comprising authentification through a password established in
compliance with Section 64.2010(e). .

I

The Company has iUlplemented password back-up authentication procedures. in
compliance with Section 64.2010(e).

The Company has implemented procedures to notify customers of account changes.

,
8. Actions TaI(en Against Data Brokers and Responses to Customer Complaints i

Pursuant to Section 64.2009, the Company makes the following explanation ofany actions taken
against data brokers and a summary ofall customer complaints received in the past year .
concerning the unauthorized release of CPNI:

NQt applicable. No actions taken against data-brokers.
No customer complaints received.

9~ Disciplinary Process

The Company has in place an express disciplinary process to address any unauthorized use of
CPNl where the circumstances indicate authorization is required under Section 64.2009(b).

10. Supervisory·Review Process for Outbound Marl(eting

-:Before unaertaking to use OPNI for outbound marketing purposes, the Company will establish a
supervisory review process to ensure compliance with Section 64.2009(d) of the FCC's Part 64,
Subpart U CPNI rules.

11. Proced~res for NotiiYing Law Enforcement ofCPNI Security Breaches

The .Company has aaopted procedures to comply with Section 64.2011 for notifying law
enforcemeat of eRN! security breaches, together with related recordkeeping and deferred
notification to customers.
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